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PRIVACY POLICY 

This Privacy Policy explains how Bidask web-based interface located at 
https://bidask.finance/ (“Bidask Platform”), and all provided associated services, features, 
content, tools and functionality (collectively, “Services”), collect, use, share, disclose, and 
otherwise process personal Data (as defined below) from users (“User”, or “you”), and 
outlines your rights with respect to such Data (as defined below). 

When you use the Services or otherwise interact with us, such as by accessing the Bidask 
Platform, connecting a Wallet (as defined in Terms of Use), or communicating with us via 
email, you may provide or we may collect certain information about you. This Privacy Policy 
describes the types of Data we collect, how we use it, and the measures we take to protect it. 

This Privacy Policy forms an integral part of the Company’s Terms of Use located at 
https://files.bidask.finance/terms.pdf, and should be read together with them. By accepting 
the Terms of Use or by accessing or using any part of the Services, you agree to the terms of 
this Privacy Policy, including any amendments or updates. If you do not agree to this Privacy 
Policy, you must not use or access the Services. 

Unless otherwise defined herein, capitalized terms shall have the meanings assigned to them 
in the Company’s Terms of Use. In the event of a conflict between this Privacy Policy and the 
Terms of Use, this Privacy Policy shall prevail, but solely with respect to matters concerning 
the processing of your Data. 

For the purposes of this Privacy Policy, “Data” means any information that relates to, 
describes, identifies, or could reasonably be linked to you, whether directly or indirectly. This 
may include, without limitation, your connected Wallet, Internet Protocol address (“IP”), 
device information, and other identifiers as further described herein. 

PLEASE READ THIS PRIVACY POLICY CAREFULLY. BY ACCESSING OR USING 
THE BIDASK PLATFORM OR ANY SERVICES, YOU CONSENT TO THE 
COLLECTION, USE, AND DISCLOSURE OF YOUR DATA AS DESCRIBED BELOW. 
IF YOU DO NOT AGREE TO THIS PRIVACY POLICY, PLEASE DO NOT USE OR 
ACCESS ANY OF THE SERVICES. 

1. CHANGES TO THE PRIVACY POLICY 

1.1. Right to Modify Privacy Policy. We reserve the right at any time to modify, update, or 
change the terms and conditions of our Privacy Policy. In each case, we will update the 
“Last Updated” date at the top of this Privacy Policy. If we make changes that are 
material, we will use reasonable efforts to notify you, such as by e-mail and/or by 
placing a prominent notice on the first page of the Bidask Platform. 

1.2. User Obligations Regarding Changes. It is your sole responsibility to review this 
Privacy Policy from time to time to view any such changes. The updated Privacy Policy 
will be effective as of the time of posting, or such later date as may be specified in the 
updated Privacy Policy. Your continued access or use of the Services after the 
modifications have become effective will be deemed your acceptance of the modified 
Privacy Policy. 
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PLEASE CHECK BACK PERIODICALLY FOR THE LATEST VERSION OF THE 
PRIVACY POLICY. 

IF YOU DO NOT AGREE TO ANY UPDATES TO THIS PRIVACY POLICY, 
PLEASE DO NOT ACCESS OR CONTINUE TO USE THE SERVICES. 

2. DATA YOU PROVIDE TO US 

2.1. User-Initiated Data Input. When you use or access the Services, send a message to us, 
or participate in activities on the Services, you may input your Data into the Services. 

2.2. Categories of Provided Data. We may collect the following Data that you voluntarily 
provide to us: 

2.2.1. Wallet Address. Your blockchain wallet address, which is necessary to access 
specific features of the Services (“Wallet”). While we do not consider a wallet 
address alone to be personally identifiable, it may become associated with you 
through other Data you provide or through behavioral Data generated via your 
interaction with the Bidask Platform; 

2.2.2. Additional Information. Additional information you may voluntarily enter, 
upload, submit, or communicate to us via the Services or use of the Bidask 
Platform, including but not limited to your name, postal or residential address, 
email address, telephone number, date of birth or age, IP address, or any other 
information you choose to provide. This list is provided as an example and is 
not exhaustive. We may update the types of Data we collect in the future as we 
introduce new features. 

3. PUBLIC DATA OBSERVED FROM BLOCKCHAINS 

3.1. On-Chain Public Data. We may collect and process information that is publicly and 
transparently available on supported blockchains. This may include Wallet address, 
token holdings, transaction history, such as purchases, sales, or transfers, and other 
on-chain activity. 

3.2. Use of On-Chain Public Data. Such Data is by its nature publicly accessible and is not 
collected from any private or confidential sources. We may associate this Data with 
other information you voluntarily provide to us solely to deliver core functionalities of 
the Services, detect suspicious activity, ensure compliance, and enhance User 
experience. 

PLEASE NOTE THAT WE DO NOT DEANONYMIZE BLOCKCHAIN DATA OR 
COMBINE IT WITH OFF-CHAIN INFORMATION WITHOUT YOUR EXPLICIT 
INTERACTION OR CONSENT. 

4. DATA COLLECTED AUTOMATICALLY 

4.1. Technical Data. Certain Data is collected automatically when you use or visit our 
Services. This Data does not reveal your identity, such as your name or contact 
information, but may include information about your device, its use, and other technical 
information. This Data helps us maintain security, ensure optimization of the Service 
for your needs, and facilitate User support. 

2 
 



4.2. Tracking Technologies. The tracking technologies we use to collect this Data may 
include cookies, web beacons, embedded scripts, pixels, and other similar technologies. 

4.3. Categories of Automatically Collected Data. The categories of automatically 
collected Data may include, but are not limited to, the following: 

4.3.1. Browser Data: information that your browser automatically sends when you 
use the Services, including IP address, browser type, browser language, settings, 
Wallet address, Wallet type, and Services usage patterns. You have the option to 
configure your browser settings to reject all cookies or to notify you when a 
cookie is being sent. However, please note that if you decline cookies, certain 
parts of our Services may not be accessible to you; 

4.3.2. Device Data: information about the device you use, such as device type, model, 
and manufacturer, device operating system brand and model, operating system 
version, and information regarding the location of your device; 

4.3.3. Location tracking: We may collect Data that pinpoints your location using 
GPS, Wi-Fi, or cell-site triangulation. This helps us prevent fraud and manage 
risks effectively; 

4.3.4. Usage Data: information about your use of the Services, including usage 
patterns, timestamps, and session durations of your use of the Services; 

4.3.5. Analytics Data: general information about traffic and usage trends for the 
Services. 

WE MAY USE THE ABOVE INFORMATION TO CREATE AGGREGATE 
STATISTICS THAT DO NOT IDENTIFY ANY INDIVIDUAL. WE DO NOT 
ATTEMPT TO ASSOCIATE THIS AUTOMATICALLY COLLECTED TECHNICAL 
DATA WITH YOUR PERSONAL IDENTITY UNLESS REQUIRED FOR SAFETY, 
LEGAL COMPLIANCE, OR FRAUD PREVENTION. 

THE EXAMPLES OF DATA AND TECHNOLOGIES DESCRIBED IN THIS 
SECTION ARE NOT EXHAUSTIVE, AND AS WE ENHANCE OUR SERVICES 
OVER TIME, WE MAY INTRODUCE NEW TOOLS THAT COLLECT 
ADDITIONAL TECHNICAL DATA. WE WILL ENSURE ANY SUCH 
COLLECTION IS CONSISTENT WITH THE PURPOSES DESCRIBED IN THIS 
PRIVACY POLICY. 

5. DATA COLLECTED FROM THIRD-PARTIES 

5.1. External Sources. We may obtain Data about you or associated with your Wallet 
address from external sources, including service providers, other Users, third-party 
integrations, publicly available sources, such as blockchain explorers, and public social 
media platforms (collectively, “Third-Parties”). This may include, without limitation, 
your Wallet address, transaction history, and any other information you have publicly 
disclosed or made accessible to such Third-Parties through interactions, integrations, or 
connections you have authorized. 
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5.2. Use of Third-Party Data. We only use such Data in accordance with this Privacy 
Policy and for purposes consistent with your interaction with the Bidask Platform, such 
as improving User experience, preventing fraud, ensuring compliance with applicable 
laws, and enhancing network transparency. 

PLEASE NOTE THAT ANY INFORMATION YOU VOLUNTARILY PROVIDE TO 
THIRD-PARTY SERVICES IS GOVERNED BY THEIR OWN PRIVACY POLICIES 
AND DATA HANDLING PRACTICES. 

WE DISCLAIM ANY RESPONSIBILITY OR LIABILITY FOR HOW SUCH 
THIRD-PARTIES COLLECT, PROCESS, USE, OR DISCLOSE YOUR DATA. 

WHERE APPLICABLE, WE STRONGLY ENCOURAGE YOU TO REVIEW THE 
PRIVACY POLICIES AND TERMS OF THOSE PLATFORMS BEFORE 
ENGAGING WITH THEM OR SHARING ANY DATA. 

6. THIRD-PARTY WALLET EXTENSIONS 

6.1. Wallet Integration. To access and interact with the Services, you are required to 
connect a Wallet. These Wallets are operated independently by Third-Parties, and the 
Company neither controls nor stores any credentials or private keys associated with 
them. Your interactions with such Wallets are governed solely by their respective 
privacy policies. 

6.2. Interaction with Bidask Protocol. Although we do not collect sensitive Wallet Data, 
certain actions you perform, such as swapping tokens, providing liquidity to a pool, or 
executing other transactions, may involve interactions between your Wallet and the 
smart contracts comprising the Bidask Protocol (as defined in the Terms of Use). In 
such cases, any Data processed in connection with these interactions may be subject to 
the terms of this Privacy Policy. 

YOU ARE SOLELY RESPONSIBLE FOR SAFEGUARDING YOUR WALLET 
AND ENSURING ITS SECURE USE. 

7. TELEGRAM MINI-APPS 

7.1. Access via Telegram Interface. The Services may be accessed through a Telegram 
Mini App made available by the Company (“Bidask TMA”), which provides a 
streamlined version of the Bidask Platform within the Telegram messenger application. 
The Bidask TMA enables Users to interact with select functionalities of the Bidask 
Protocol directly from Telegram. Use of the Bidask TMA is functionally equivalent to 
using the Bidask Platform and is governed by the Terms of Use and this Privacy Policy 
in their entirety. By accessing the Services through the Bidask TMA, you agree to be 
bound by the Terms of Use, this Privacy Policy, and other conditions, disclaimers, and 
obligations that apply to the Bidask Platform. You are solely responsible for ensuring 
that you access the official and up-to-date version of the TMA and not any modified, 
unofficial, or counterfeit version. 

7.2. Independent Third-Party. Telegram is an independent third-party provider. When you 
access Bidask TMA, you are also subject to the Telegram Privacy Policy. The Company 
does not control Telegram’s own data collection or processing. 
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7.3. Data Collected via Bidask TMA. Data we may collect via Bidask TMA:  

7.3.1. Telegram user ID and/or chat ID; 

7.3.2. Your Telegram display name and avatar (if exposed by the Telegram API);  

7.3.3. Technical and diagnostic metadata supplied by Telegram Mini App APIs. 

7.4. Use of Telegram Data. These items may be associated with your connected Wallet 
address solely to display correct on-chain information inside Bidask TMA. 

8. SOCIAL NETWORKS AND OTHER THIRD-PARTY WEBSITES AND LINKS 

8.1. Social Networks. We may provide links to websites or other online Bidask Platforms 
operated by Third-Parties, including Third-Party social media platforms, such as X 
(formerly Twitter), Discord, Telegram, or Medium, as well as decentralized finance 
applications, operated by Third-Parties (collectively, “Social Networks”). If you follow 
links to these Social Networks, you should review their privacy and security policies 
and other terms and conditions. 

WE DO NOT GUARANTEE AND ARE NOT RESPONSIBLE FOR THE PRIVACY 
OR SECURITY OF THESE SOCIAL NETWORKS, INCLUDING THE 
ACCURACY, COMPLETENESS, OR RELIABILITY OF INFORMATION FOUND 
ON THESE SOCIAL NETWORKS. 

8.2. Publicity of Shared Data. Data you provide on public or semi-public venues, 
including information you share or post on Social Networks, may also be accessible or 
viewable by other Users of the Services and/or users of those Social Networks without 
limitation as to its use by us or by Third-Parties. 

OUR INCLUSION OF SUCH LINKS DOES NOT, BY ITSELF, IMPLY ANY 
ENDORSEMENT OF THE CONTENT ON SUCH SOCIAL NETWORKS OR OF 
THEIR OWNERS OR OPERATORS, EXCEPT AS DISCLOSED ON THE 
SERVICES. 

9. PURPOSES FOR WHICH WE USE YOUR DATA 

9.1. Use of Your Data. We use your Data collected through our Service to: 

9.1.1. Operate, maintain, and provide you with access to the Services; 

9.1.2. Process transactions; 

9.1.3. Analyze usage patterns, improve and personalize your experience, and enhance 
the performance of the Services; 

9.1.4. Communicate with you, send you emails, including confirmations and 
reminders, respond to your requests for assistance, provide support, investigate 
bugs, or report on technical issues; 
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9.1.5. Comply with applicable laws, cooperate with investigations by law enforcement 
or other authorities of suspected violations of law, and/or protect our legal 
rights; 

9.1.6. Maintain safety and security, detect, prevent, and respond to potential or actual 
security incidents, and protect against other illegal activities; 

9.1.7. Notify you about changes to the Services and to send you promotional 
communications, such as advertisements, newsletters, and updates about 
features, offers, and content that may be of interest to you. 

BY USING OUR SERVICES, YOU CONSENT TO RECEIVE SUCH 
COMMUNICATIONS. YOU MAY OPT OUT OF RECEIVING 
PROMOTIONAL EMAILS AT ANY TIME BY FOLLOWING THE 
UNSUBSCRIBE LINK INCLUDED IN EACH MESSAGE OR BY 
CONTACTING US DIRECTLY. 

10. HOW WE DISCLOSE YOUR DATA 

10.1. Data Sharing. In certain circumstances, the Company may share your Data with 
Third-Parties for legitimate purposes, subject to this Privacy Policy. Such 
circumstances comprise the following: 

10.1.1. Compliance with applicable law or any obligations thereunder, including 
cooperation with law enforcement, judicial orders, and regulatory inquiries; 

10.1.2. In connection with an asset sale, merger, bankruptcy, or other business 
transaction; 

10.1.3. To enforce any applicable Terms of Use; 

10.1.4. To ensure the safety and security of the Company and/or its Users; 

10.1.5. In connection with or during negotiation of any merger, financing, acquisition, 
or dissolution transaction or proceeding involving sale, transfer, divestiture, or 
disclosure of all or a portion of our business or assets; 

10.1.6. In the event of an insolvency, bankruptcy, or receivership, Data may be 
transferred as a business asset; 

10.1.7. If another company acquires our Company, business, or assets, that company 
will possess the Data collected by us and will assume the rights and obligations 
regarding your Data as described in this Privacy Policy; 

10.1.8. We may display or share Data relating to your publicly available blockchain 
activity. For example, we may use APIs that make certain Data, including your 
blockchain activity, available to websites, apps, and others; 

10.1.9. Data sharing with blockchain analysis service providers and analytics vendors; 
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10.1.10. Data sharing with any parent companies, subsidiaries, joint ventures, or other 
companies under common control with us, in which case we will require such 
entities to honor this Privacy Policy; 

10.1.11. Data sharing with professional advisors, auditors, law firms, or accounting 
firms. 

11. COOKIES AND OTHER TRACKING TECHNOLOGIES 

11.1. Do Not Track. Your browser settings may allow you to transmit a “Do Not Track” 
signal when you visit various websites. Like many websites, the Bidask Platform is not 
designed to respond to “Do Not Track” signals received from browsers. 

11.2. Cookies. Most web browsers are set to accept cookies by default. However, you may 
have the ability to configure your browser settings to manage cookies, web beacons, 
clear GIFs, geolocation tools, and other tracking technologies. You can typically choose 
to block, disable, or delete cookies at any time through your browser settings. 

PLEASE NOTE THAT IF YOU CHOOSE TO BLOCK OR DELETE COOKIES, 
SOME PARTS OF THE SERVICES, INCLUDING CORE FEATURES OR USER 
PORTAL FUNCTIONALITY, MAY NOT FUNCTION PROPERLY OR MAY 
BECOME INACCESSIBLE. 

IF YOU HAVE ANY QUESTIONS ABOUT THE TYPES OF COOKIES AND 
TRACKING TECHNOLOGIES WE USE, THE SPECIFIC DATA THEY COLLECT, 
OR YOUR OPTIONS FOR MANAGING SUCH TECHNOLOGIES, PLEASE 
CONTACT US USING THE INFORMATION LISTED BELOW. 

12. YOUR RIGHTS TO DATA 

12.1. You have the following rights to your Data: 

12.1.1. The right to know what Data we have about you; 

12.1.2. The right to correct, delete, or update your Data. You can access and modify 
your Data through your account or the settings section of the Service. Please 
note that in certain circumstances, we may be legally obligated to retain specific 
Data for a defined period and may not be able to modify or delete it until that 
period has expired; 

12.1.3. The right to opt out of receiving electronic marketing communications from us. 
We may periodically send you emails and messages promoting the use of the 
Services. You can opt-out (unsubscribe) of receiving these messages by 
following the unsubscribe link included in each message or by contacting us 
directly. 

12.2. If you wish to exercise any of these rights, or if you believe we have violated your Data 
rights, please contact us at contact@bidask.finance. We value your privacy and are 
committed to resolving any concerns promptly and fairly. 

13. DATA RETENTION 
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13.1. Data Retention Period. We retain your Data for as long as it is necessary to provide 
you with access to the Services and fulfill the purposes described in this Privacy Policy. 
This includes, but is not limited to, maintaining the security and integrity of the 
Services, providing User support, and complying with legal obligations. 

13.2. Post-Termination Retention. Even after you stop using the Services, we may retain 
certain Data if required for legal compliance, dispute resolution, fraud prevention, 
enforcement of our Terms of Use or agreements, or to protect our legitimate interests. 

13.3. Deletion and Anonymization. Once your Data is no longer required for these 
purposes, we will securely delete or anonymize it, unless technical or regulatory 
constraints prevent us from doing so. 

14. DATA SECURITY 

14.1. Technical and Organizational Safeguards. We use appropriate technical and 
organizational measures to prevent accidental or intentional manipulation, partial or 
total loss, destruction, or unauthorized access to your Data by third parties. Our security 
measures are continuously improved in line with technological developments. 
Furthermore, all service providers commissioned by us are obliged by means of 
appropriate contractual agreements to take appropriate measures in accordance with 
the current state of the art to prevent the aforementioned risks. 

14.2. Limitations of Transmission Security. Please be aware that, despite our reasonable 
efforts to protect your Data, no security measures are perfect or impenetrable, and we 
cannot guarantee “perfect security.” Please further note that any Data you send to us 
electronically, while using the Services or otherwise interacting with us, may not be 
secure while in transit. We recommend that you avoid using insecure channels to 
communicate sensitive or confidential information to us. You are responsible for the 
security of your Wallet, and we urge you to take steps to ensure it remains secure. 

14.3. Breach Notification. In the event that any Data under our custody and control is 
compromised as a result of a breach of security, we will take steps to investigate and 
remediate the situation and, in accordance with applicable laws and regulations, notify 
those individuals whose Data may have been compromised. In the event of a Data 
breach involving our systems, we will promptly investigate, take appropriate remedial 
action, and notify affected Users as required by applicable law. 

14.4. LIMITATION OF LIABILITY. NOTWITHSTANDING ANY PROVISION TO 
THE CONTRARY, AND TO THE MAXIMUM EXTENT PERMITTED BY 
APPLICABLE LAW, THE COMPANY DISCLAIMS ANY AND ALL LIABILITY 
FOR DIRECT, INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR SPECIAL 
DAMAGES RESULTING FROM OR RELATING TO ANY BREACH OF THIS 
PRIVACY POLICY, EXCEPT WHERE SUCH DAMAGES ARE THE RESULT OF 
THE COMPANY’S GROSS NEGLIGENCE OR WILLFUL MISCONDUCT. 

14.5. AGGREGATE LIABILITY CAP. IN ANY EVENT, THE COMPANY’S TOTAL 
AGGREGATE LIABILITY TO YOU FOR ALL CLAIMS ARISING OUT OF OR IN 
CONNECTION WITH THIS PRIVACY POLICY SHALL NOT EXCEED ONE 
HUNDRED U.S. DOLLARS (USD $100.00). 
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15. CHILDREN’S PRIVACY 

15.1. Age Requirements. The Services are not intended for, and may not be used by, 
individuals under the age of 18 or the age of majority in their jurisdiction, whichever is 
higher. By using the Services, you confirm that you meet this requirement. 

15.2. Handling Data from Minors. We do not knowingly collect or solicit Data from 
individuals under the age of 18, or the applicable age of majority. If we become aware 
that we have inadvertently collected such Data, we will take commercially reasonable 
steps to delete it from our systems as soon as practicable. If you are a parent or legal 
guardian and believe that your child under the age of 18 has provided us with Data, 
please contact us at contact@bidask.finance, and we will promptly review and address 
your request for deletion. 

16. HOW TO CONTACT US 

16.1. If you have any questions about this Privacy Policy, your privacy, or how we protect the 
Data we hold about you, you can contact us at contact@bidask.finance. 
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